Making (]

Heartland Technology Solutions

Eerwices | Boluliom | Echecalios | Desgn | Precissn &g | Shstegic Parineis | bsside HTS | Press Rsem | Home

+ OFFICE LOCATICNE E-Hewsletter Login

Pleaze enter your login and password

Login ILMII o information prowded 10 you by HTS. I you

have any problems, please amail

Pasgwoad [ | néaiiheatisnd schraioget com

L wenp agin Datais 4 Oince you login successily, them are furlhor
[ sent my Pasweses 60 instructions awailable on tha top of the atticla
database page

Logen Version .08

+ COMPANY NEWESLETTER

Making | | r Happen

Heartiand Technology Solutions

Technical Seivices  Beniness Solutions  Dasign Seivices Preenion Ag Sokdiem:  Btatege: Paitapin  Online 3%0ie HTS Team Press Aeem  Home

+ E-NEWELETTER STORE E-Mewsletter Articles
WOVIIMBE R CARTGON

T wihiresw iih B Eld, Gl e i b BAEEl&™ Bak Gind tha arlicls P i,
o | ppwn in sretho wdnd o fo ewiew. Afbar viesdng wach
ardichs, you mirg clage the biovsis i veindes and than ordei

* CUSTOMER SEMACE the antiche using the butlen undel The wiew Bk Ve will
gut 3 canfirmatian after ardering each articts. Afteryau are
finighed pideing, plaida go Lo the iwvidee sebosti on link on
the lafl. Aflet you hawe reviessed your selechions. pledss ba
suin 1o clich the “fiegley pubaction” Buttan ta finigh the
procas. “rau edh A piviess yaur pasl selelions by
glegang B link on the 1efl

The cartoan on thie right is availebie fer wre during the
cemand manth. I yew mauld e fe wra thig in your manthly
w-newalatan, pladss 161 s knos by placing 4 nobs in the
epmmgnir pection of the adicle ordering page

This is b‘u“ill'm:t
page you see
Pt og ). Show Al w [Pt Seecten

The most mm%

Tﬁ"sg’amm Secunity Whats an the Threat Landscape? iew aaticle

m'::rhn. Lircee Fiicle
1073172006 Press this bulfon

ﬂm%r Diate Added to arder an article
Security Requlatery Compliamce and Small wiew anliche

Business

Oircar Aabics

107312006
Date Addod




What's on the Threat Landscape?

Finwl oamt wihiat's happeniod in today"s security treal Bavdscape and whal measines
youl can take to protect your business from these threats. ™

Tha lenib volurne of W Symantec Inlemel Securily Threal Report was reléased in e
September 2006 and discusses the threat environment from Janyary 110 June 30, 2006, Each Report provides a
comprehensie view of the Internet threat ensironment for a sk rmonth period, &nd is a culmination of analysis based
on dala callected by 1,600 dedicated sacurity anatysis around the warld. Leaming aboul tha threal landscape is
imparand, because il arms you wilth ihe knowdedge you nead 0 profect your Business,

The Threat Landscape

Accarding bo the Rapod, the thraat landscape has shiftad from widespread and unfocusad Inl 41
tangated attacks aimed ab specific companies, with the intend of gathadng confidential d ufpose of frawd
and cririnal activity. The Repon also revealed that cybercrininal s tended 1o focus enk-side
apphications in the first sk months of 2006. Here are some additional Repnrtb

mﬂﬂ; otal oflen separate sedlors, According to

rgeted sector between January 1 and June 30,

Tap targeted sectors

The Thre:al Repart breaks down targeted altacks by seclor,
the latest Repor, the small business sectorwas
2006. In tha sk months prior to that period, the 55 sectorwas the fourth mosttargeted saclor. This
positive change may be a refecion of increased seBrity measures, and cominued pragress in security lechnology
Implementation by small busingsses may hilp this sector maintain its more secure status,

Browser attacks
Microsal Intermet Explorer, the most widely doployed bronwser warldwide, was also Be most reguentty tangatad Web
brgwger, acopunting for 47% of all Web browser attacks,

Bot networks

A Dol network is comprised of 2 group of bol-contralled systems, programs that hackers ingtall on systerms without
the knowledge of users, Once hackers are able 1o gain remaote contral of compubers, they use this access to
generate large-scale aflacks. According fo the lalest Repord, the U.5. had 42% of bot command-and-control
compuers, the highest worldwide.

Worms dominate

In the first sbc months of 2008, worms continued to dominate the tap 50 malicious code reports. They made up 38 of
the 1op S0 unique malicious code samplas, accounting for T5% of the volume of tap 50 malicious code reports
batezen January 1 and June 30, 2006, This is &n increase of ovir 50% in the previous paniod and 24% in e first
half of 2005

Exposad mformation

Threats thal expose confdential information pose a sk o small businesses. Confdential fes and documents,
proprietary information, intelectual propery, and customer account information are all a1 figk of theft. The latest
Report shows an increase of ten more malicious code samples that exposed confidential user information from the
pravious six month period, bringing the 1otal to 30.

Recommemlations
The Report indicates some key practices for small businesses o follow to remain protected against today's threats.
These include:

» Upalate s definitions: Keep vinus definibions updated requiarty, By deploying the lalestvirus definiftions,
you can protect your computers against the latestviruges kmown o be spreading “in the wild*

« Stay on top of patches: Ensure thal sacurnity palches are up-to-dale and that they ane applied bo all vulnerable
applications in & timely manner,

s Layer security: Employ mulbiple, overlapping, and mutually supportive security 2olutions to guard against
single-poind failuras in ary Specifc wchnology or profection method. This should inclhede the deployrment af
regularty updated anlivinus, rewalls, intusion detection, and intrusion protection systems on client syslems.
It iz rmore Irportant tan ever Bafore for Individual machines to heve antvinis protecion, With the intreased
use of laptops and computing devices that connectbo cormnpany firewalls, these devices can potenfially infact
all other machings since thay are naw insida the Mrewall,

& Ba edducated and awane: You and your employees are the irst line of defense, o be aware afyaur ralég in
securty, First, make sure 1o use passwords that ane & mix of letters and numbers and change therm often.
Second, newer opan an attachment in an amail unless it comes from a brusfed source, and nevear axecute
saftware that is downloaded from the Intermel unless il has been scanned for viruses. You should also use
caution when browsing i Intermet, including scrulinizing all gnd-user license agreemens (ELILAS) bafona
clicking the | accepl” bution

Conclusion

Thi lilest Symaniec Intemal Securily Threat Repor Tound Bal atackers hive begun o adopt new l@chniques,
resulting in mare targeted malicious code and targeted attacks aimed ai client-side applications such as Web
browsers, email clients, and other applications. Hyour business relies onthese applications to conducd buziness, i
cannol affard o run the risk of an afack The Repord oullings the threals you need bo know abow, a5 well 35 bes
praclices wou can ollow o address he Asks.

fram Symantec
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